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ABSTRACT

Integrating the new technologies to improve the healthcare services can be seen as one of the research trends
nowadays, as earlier studies have recommended the potential of emerging technologies in enhancing healthcare
service practices by means of providing more opportunities to carry out activities essential for prevention,
diagnosis, monitoring, and treatment of the disease. Involving the cloud computing services in healthcare domain
can offer a way for handling and maintaining health data by making use of software applications hosted on the
Internet. To ensure successful cloud computing utilization, a pre-examination on the context of usage should be
applied in order to collect the real needs to guarantee getting all the possible benefits of this technology. In Iraq,
the health records of public hospitals consist of various types of data which continue to increase in velocity,
volume, and variety progressively. This has led to several major issues to the health sectors from two perspectives,
data complexity and low IT integrity. For that reason, managing and maintaining all these health data are essential
to healthcare organizations. In this paper, we collected the success factors that may influence the healthcare
professionals to utilize cloud computing services for the health sector in Irag. This is done by conducting an
interview with 30 physicians and technicians from four hospitals in Iraq, then a literature survey was carried out
to verify that all the gathered factors are within the circumstance of healthcare. It has been found that eight factors
may affect the perspective of healthcare professionals to utilize cloud computing services. Finally, a conceptual
model was developed based on the findings.

Keywords: e-health, Health Informatics, Health Information System, Cloud Computing, Cloud Health
Information System (CHIS), Success determinants, and Model.

INTRODUCTION

The health information systems usually used in health sectors to allow the healthcare
professionals to manage and monitor patients’ health records as well as transferring the
information related to the hospitals. In addition, the function of health services is to support
public requirements which include certain guidelines with regards to food, drugs and safety
policies in order to sustain a healthful environment in various geographical regions. It is evident
from the literature that previous studies have advised the use of new trend technologies to
improve the offered healthcare services (Dixon et al. 2009). Therefore, the Information
Technology (IT) considered as one of the most important aspects that must be taking into
consideration in order to utilize the new technologies for the healthcare organizations to be able
to access and process a big amount of patient’s records together with protecting these records
and supplying enough storage spaces (Barbarito et al. 2012). The speeding up innovations
involving cloud services has led to numerous implications in healthcare distribution. There are
several difficulties still facing the most recent electronic health systems in terms of client
assistant, cost, tragedy recovery and online connectivity (Kasthurirathne et al. 2015). Thus, the
cloud applications in this context can provide a remarkable benefit to the healthcare field. The
cloud services can be defined as the services that can be applied in any domain such as
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healthcare domain to allow them to handle and process health data in a distributed health
environment (Sultan 2014). Furthermore, the cloud computing includes shared computing
solutions that can be reached by using the Internet (Oliveira et al. 2014). Additionally, it
delivers various features like self-service, resource pooling, rapid elasticity, ubiquitous
network access, and pay-per-use pattern. Moreover, it offers several kinds of services which
can be classified into SaaS (Software as a Service), PaaS (Platform as a Service) and laaS
(Infrastructure as a Service) as shown in Figure 1, these services are handled by several types
of cloud deployment models such as public, private, hybrid and community clouds (Kadhum
and Hasan 2017).

With all the remarkable benefits which can cloud computing provided to the healthcare sector,
there seems that there is a limited understanding regarding the low utilization of these types of
services in developing countries (Ahuja et al. 2012). From the literature, it can be observed that
the majority of studies about cloud computing within organizations give attention to the SaaS
applications which offered to private and public healthcare sectors. PaaS services are much
more related to the engineering of the software program to operate these services. laaS is
associated with the platform infrastructure visualization. Since this study is much more concern
about the cloud computing services that can be offered to the Iraqgi public healthcare sector,
Saas start to be identified in this environment by which it is implemented depending on service
deployment models.

BACKGROUND

Limited utilization of patient's information throughout decision making, as well as ineffective
communication amongst patient care associates, resulted in the occurrence of severe medical
mistakes which in turn decrease the level of quality of the healthcare services, in developing
countries particularly (Griebel et al. 2015). In Iraq, its critical to decision makers for deciding
the effectiveness of technologies used in the health sectors. This is because of the insufficient
evidence regarding the IT integrity in the healthcare sector (Akunjee and Ali 2002). Some
attempts are already taken by the Iraqi ministry of health in order to deploy some cloud models
to be able to promote health-related practices in various sectors. This includes re-engineering
the data storing method of patients and other health-related information, and thus let healthcare
professionals to efficiently access and interpret the conditions of the patients (Zeber et al.
2010). In spite of these concerns, there will be some obstacles in determining the current
requirements of healthcare sectors to be able to accommodate technologies for example
distributed and grid computing (Hameed et al. 2015). Insufficient understanding of the health
care status to deploy most of these technologies would make it hard to handle the new
healthcare systems utilization in terms of scaling, dynamicity, and low cost. In addition, the
Iragi current situation makes it much more challenging to adopt specific technology without
having pre-examination on its suitability within the context of utilization. Moreover, the
healthcare data of the Iragi public hospitals consist of different kinds of data which continue
increasing in volume, velocity, and variety progressively. This has led to some main issues to
the Iragi public healthcare sectors from 2 perspectives, low IT integrity and data complexity
(Meri et al., in-press). As a result, controlling and maintaining all these health records tend to
be essential for healthcare organizations. So, cloud computing could be utilized as a way to
deliver a reliable service for managing and maintaining healthcare records. The reason why
this study focused on the cloud services application is that of the high cost of the software,
complexity, and inflexibility problems of traditional EHR (Electronic Healthcare Records).
Therefore, these play a key role in raising the need for utilizing inexpensive service that
provides the healthcare sectors a flexible solution for managing and maintaining health data
remotely. Also, the Iragi public healthcare sectors are based mostly on their computing

32



infrastructure. Therefore, the data still exists on premises thus makes it all under human and
environmental threats altogether. Based on this, Al Hilfi et al. (2013) mentioned that “Efforts
are needed to reinforce the quality of information as it goes up the chain coming from facility
to the ministry of health” Thus, this study tries to explore the major determinants for utilizing
cloud computing services in the Iraqi public healthcare sectors.

RESEARCH METHOD

In this paper, a preliminary study was conducted in four Iragi hospitals to collect the main
antecedents that may affect the healthcare workers to utilize cloud computing technology
services for their health information systems. Also, a literature survey was carried out in order
to gather related information regarding the gathered factors and to verify that these factors
being used in other studies in the context of healthcare.

For the preliminary study, a qualitative research design had been selected to gather information
within a social context which is focused on the way persons interpret and make sense of their
experience (Ritchie et al. 2013). In order to deeply investigate a phenomenon within a real-life
context, a case study research was adapted (Yin 2013). An Interview technique has been used
by applying semi-structured form and 14 open-ended questions were asked in this interview,
this is because these types of questions allow the respondents to give a deep information about
the situation (Jacob and Furgerson 2012). A total of 15 physicians and 15 technicians that aware
about cloud services were interviewed. The target population was selected from four main
hospitals located in Baghdad, Iraq. The reason behind choosing these hospitals back to its
capacity and capability in offering health aids as well as these hospitals are the main hospitals
that using the IT facilities to offer their services. Content analysis method has been used in
order to analyze qualitative data in a thematic way, as it considered as a systematic technique
for compressing many words of text into fewer content categories based on explicit rules of
coding (Stemler 2003). As for the demographic background of the participants, it has been
identified that four females and 26 males that aged 26-44 years old and have about 2-3 years
of experience using cloud health information system.

SUCCESS DETERMINANTS

1. Cost effectiveness: Is the assessment for emerging new technologies, on a one-by-one basis
(Jena et al. 2009). The interviewees declared that one of the main antecedents in utilizing
any technology is the cost, which can affect the decision makers' perception to consider
utilizing it. One of the physicians asserted that “I do not see the sense of having the ministry
planning to spend on technology utilization in healthcare without studying what is needed
which may reduce the cost to be spent on such utilization”. On the other hand, the literature
shows that this factor has been raised as an important factor in studies about technology
adoption (Laupacis et al. 1992, Bardhan and Thouin 2013, Jiang et al. 2013). The utilization
of new technologies might be costly for organizations (Philipson and Jena 2013), so that, it
is estimated that inexpensive cloud-based system will positively affect the healthcare
worker’ perception towards utilizing it.

2. Hardware Modularity: The interview revealed that there are several limitations of the
available hardware recourses to generalize the use of health information systems. In
addition, the interviewees asserted that control the process associated with the utilization of
cloud services within the Iragi context was identified as the main cause for not taking into
consideration such utilization, which has been reasoned to a number of organizational
factors, like for example, the lack of existing infrastructure to provide required tools to run
such systems (Meri et al., in-press). Previous studies frequently described that factor as an
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organizational element which can affect environment adoption as well as the use of
technology (Berg 2001, Chiasson et al. 2007, Sockolow et al. 2015). Making sure of
sufficient hardware modularity within an organization is believed to enhance the scalability
of healthcare applications by embedding mandatory devices to develop and also debug
different health-related issues from one department to multiple ones (Elhadi and Sharif
2014). Therefore, providing healthcare workers with the adequate hardware equipment
might significantly lead to raising their confirmation of its effectiveness to manage and
communicate healthcare data throughout departments (Halilovic and Cicic 2013). Thus,
ensuring that the existing hardware can be utilized in cloud environments might impact the
health care worker's perception towards utilizing the services of cloud computing in their
hospitals.

. Software Modularity: The process associated with executing several tasks in a system can
be somehow related to the modularity for the design associated with the process
development as well as comprehensibility (Gershenson et al. 2003). Interviewees asserted
on the effectiveness of considering this factor when it comes to adopting cloud technology,
in which being sure that the existing platforms can easily handle the cloud application could
possibly increase the approval of the healthcare workers to utilize cloud-based services. The
literature revealed that the majority of the scholars agreed that the software modularity play
as an essential factor in any new technology usage and adoption (Heeks 2006, Gaynor et al.
2014). Sant’ Anna et al. (2007) viewed the significance of taking into consideration software
modularity factor to allow persons to operate and use of technology. Meanwhile, Sun et al.
(2015) reported that having up to date software can assist the organization in order to
maintain appropriate technology utilization depending on the flexibility of its IT
infrastructure that conforming to the method that applications could be reconfigured with
minimum efforts. Therefore, this factor considered very importantly to influence the
individuals to utilize the new technology.

. Internet Network: The interview respondents described the lack of Internet network
connectivity as one of the main antecedents that limit their use of the new technologies. At
the same time, a number of scholars declared that there are some difficulties facing the
developing countries in regards to the Internet, based on Lawrence & Tar (2010), these
challenges are caused by the bad telecommunication capabilities as well as the erratic supply
of the power. Network in this research is the telecommunication infrastructures necessary
to connect several healthcare sectors and users within just a state or even the nation.
However, the healthcare workers are still facing some difficulties in communicating and
sharing health-related data across departments, this is due to the limited accessibility to the
sufficient basic infrastructure Aziz et al. (2009). This, as a result, led the researcher in the
present work to take into account the purpose of Internet network factor in driving healthcare
workers to utilize the cloud health information systems. Additionally, It is evident from the
literature that network quality is one of the important factors influencing a new technology
adoption (Schultze and Wanda 2004, Panda and Rath 2016). Simultaneously, Hall & Robert
(1987) stated that the organization needs to take into account the network quality whenever
it needs to adopt computer network. This is also supported by Steinbart & Nath (1992) who
proposed that the computer network is an important aspect that drives an organization
management. Based on Chih-Chien et al. (2005), network factor may positively affect users’
utilization experience due to its role to shape IT use decisions. Therefore, considering this
factor when adopting cloud services is a must be in a developing countries context.

. Training Availability: Training is the accessible resources that organizations offer for
workers in order to achieve the expertise needed to operate and utilize technology (Petersone
et al. 2016). The interviewees assist on the availability of training to make them more
confident when using the cloud technology in their systems as understanding all the
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capabilities of the offered technology might influence them to accept it more. Also, they
stated that there are not enough training programs provided for them in a timely manner.
Previous studies frequently highlighted the importance of training and the available
resources in building individual's decision to utilize technology services (Mantovani et al.
2003, Eley et al. 2008, Najaftorkaman et al. 2015). Chau & Hu (2002) reported the
significance of delivering the resources (which includes training) to take advantage of
telemedicine technologies in patient care and management. Furthermore, Lee (2010) stated
that the lack of training resources (including lack of the technical training & support) within
an organization would badly impact users’ confirmation with their personal technological
expectations. This result led the researcher to consider the role of this factor to utilize cloud
services in the health sector based on the needs declared by the health workers as well as
the literature recommendations.

. System Compatibility: In order to obtain richer insights in to the main factors that might
influence the SaaS utilization, the researcher tried to get deep answers in the interview, in
which the interviewees have shown several concerns regarding the compatibility of the
current cloud services in order to process healthcare records and their appropriateness to
provide the services for these components. Rogers (2004) explained that system
compatibility as how the existing system matches with the individual’s existing values,
previous practices, and current needs. It is assumed when the healthcare workers realize that
the Cloud Health Information System (CHIS) is compatible with their work practices or
style, they will positively utilize it. However, the compatibility of a system as a key
facilitator was not adequately examined in the Iragi healthcare organizations. Based on that,
the researcher will examine this factor in the Iragi health sector organizations, as the
literature showed that compatibility is a necessary aspect that must be taken into
consideration when studying new technology adoption (Roberts and Wilson 2002, Wu et al.
2013). Jen-Her Wu et al. (2007) reported that the compatibility of cloud health information
system (CHIS) significantly affect the acceptance perception of the healthcare professionals
to make use of it.

. System Complexity: Oliveira et al. (2014) defined the complexity of the system as the level
to which new technology is actually perceived to become relatively complicated to
understand as well as use. It is evident from the literature that making use of cloud-based
services in healthcare domain might results in some challenges for all those lacking in
technological expertise & IT specialists (Ifinedo 2011, Thiesse et al. 2011). These concerns
were also declared by the interviewees, as they highlighted the importance of easy to use
systems that can be used by all the health workers especially those who have a simple
knowledge and experience using the IT systems and technology. According to Nor &
Pearson (2015), the system complexity is associated mostly with how individuals perceive
technology to become relevant to the self-experience. Also, it is correlated along with users’
mental attempts necessary to use the system. This, in turn, might positively impact users’
control over tasks and actions whenever processing medical-related data. As such, system
complexity can be considered as the key criterion when making the decision to utilize cloud
health information systems.

. Data Security and Privacy: A security threats can be identified as an organization might
experience loss in person’s information, private records, or some other sensitive data (Zhou
et al. 2010a, Milutinovic and De Decker 2016). The interviewees acknowledged that the
security and privacy is one of the main antecedents that limited their usage of cloud-based
systems, some of them perceived that the existing health care systems do not guarantee the
privacy as well as security of the health-related records due to the fact that all of these
systems deal with simple authentication, and also the current system doesn't provide enough
functionalities to ensure records’ safety. The literature shows the importance of security and
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privacy of data in cloud environment, as it discussed recently in many studies (Duquenoy et
al. 2013, Li et al. 2013, Sahama et al. 2013, Kalogridis and Dave 2014, Alboaie et al. 2015,
Najaftorkaman et al. 2015, Shrestha et al. 2016). Lallmahamood (2015) described security
as the threat which may result in damage to network, resources or data. This can be caused
by outsiders or even insiders when accessing the internal network (Lake et al. 2014,
Bellekens et al. 2016). In many developing countries, security issues are always rated high
(Thulani et al. 2015). Soceanu et al. (2015) mentioned that the privacy of healthcare data
may efficiently effect the way health care professionals understand the system to become
sufficient as well as usable for very sensitive medical cases. Therefore, earlier studies
suggested examining the concerns of the privacy and security of the data when planning
technology utilization in healthcare settings (Sahi et al. 2016).
Table 1 shows a collection of previous studies that have been conducted in different healthcare
and non-healthcare contexts. It is also noted that most factors which were identified in the
preliminary phase were supported. From the literature, it is evident that all mentioned factors
are relevant to the context of this study.

TABLE 1. Previous works related to the present study’s factors

Factor References

Cost (Jena et al. 2009), (Laupacis et al. 1992), (Philipson and Jena 2013), (Bardhan and Thouin

effectiveness | 2013), (Jiang et al. 2013), (Coppit and Sullivan 2003), (Motz et al. 2006), (Wang et al.
2009)

Hardware (Byrd and Douglas 2001), (Chiasson et al. 2007), (Sockolow et al. 2015), (Elhadi and

modularity Sharif 2014), (Panda and Rath 2016), (Berg 2001), (Halilovic and Cicic 2013)

Software (Sant’Anna et al. 2007), (Schaarschmidt et al. 2013), (Saxena et al. 2017), (Gaynor et al.

modularity 2014), (Heeks 2006), (Gershenson et al. 2003), (Melton and Tempero 2007), (Conley and
Sproull 2009), (Sun et al. 2015), (Green et al. 2004)

Internet (Panda and Rath 2016), (Schultze and Wanda 2004), (Hall and Robert 1987), (Steinbart and

Network Nath 1992), (Lawrence and Tar 2010), (Chih-Chien et al. 2005)

Training (Petersone et al. 2016), (Venkatesh & Speier, 2000), (Najaftorkaman et al. 2015), (Ibrahim

availability and Perez 2014), (Chopra et al. 2014), (Maditinos et al. 2014), (Eley et al. 2008),
(Ackerman et al. 2010), (Chau & Hu, 2002), (Bello et al. 2004), (Alinier et al. 2004), (Lee
2010)

System (Rogers 2004), (Roberts & Wilson, 2002), (Wu et al. 2013), (Wu et al. 2007), (Hung et al.

compatibility | 2014)

System (Oliveira et al. 2014), (Ifinedo 2011), (Thiesse et al. 2011), (Nor and Pearson 2015),

complexity (Nwankpa 2015), (Ellram et al. 1989)

Data security | (Najaftorkaman et al. 2015), (Li et al. 2013), (Shrestha et al. 2016), (Gampala et al. 2012),

& privacy (Chen and Zhao 2012), (Shariati et al. 2015), (Hamlen and Thuraisingham 2013), (Zhou et
al. 2010), (Revathy et al. 2015), (Chen and Zhao 2012), (Rao et al. 2014), (Rezaeian et al.
2016), (Rong et al. 2013), (Lallmahamood 2015), (Thulani et al. 2015), (Alboaie et al.
2015), (Duquenoy et al. 2013), (Kalogridis and Dave 2014)(Sahama et al. 2013), (Sahi et
al. 2016)

As such, the researchers reviewed a total of 74 articles that mentioned the importance of the
proposed factors, in which the percentage of each factor’s resources from the total number of
articles is shown in Figure 1.
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RESULTS

The interview questions guided the researchers to deduce the required information from the
interviewees, the questions generally asked about the current situation of the state of the IT
resources, specifically the use of cloud computing in health information systems being used. It
can be found that the physicians more concern about two main factors, system compatibility
and data security and privacy, while the show less care about the factors of Internet network
and hardware modularity. From the technicians’ perspectives, they show more care about the
factors of Internet network, training and cost effectiveness. Furthermore, they showed less care
about the factors of system complexity and compatibility.

On the other hand, the interviewees pose a negative perception about the effectiveness of
current technologies in managing and maintaining a large volume of health records in a timely
manner. They also acknowledged the lack of access to effective computing to help health
professionals to perform multiple activities related to sharing and retrieving records. Based on
that, we found that cost effectiveness, hardware modularity, software modularity, Internet
network, training availability, system compatibility, system complexity, and data security and
privacy determine the successful utilization of cloud computing services in the Iragi public
healthcare sector.

B Cost effectiveness

B Hardware modularity
Software modularity
Internet network

H Training availability

B Compatibility

B Complexity

B Security & Privacy

FIGURE 1. Factors' percentages

DISCUSSION

In this study, we defined the success factors that may affect the healthcare professionals’
perceptions towards utilizing cloud computing services in the Iraqgi healthcare sector, based on
the results obtained from the preliminary study conducted using a semi-structured interview
with 30 physicians and technicians from four hospitals in lIrag. The resulted factors were
supported by the literature, in which the mentioned factors can be seen to be relevant to the
context of this study. As a result using the combination of these factors in determining the Iraqi
healthcare professionals’ perceptions towards utilizing cloud computing services would
increase the successful utilization of such services.

37



ACKNOWLEDGEMENTS

We gratefully acknowledge the fund received from the faculty of information science and
technology, Universiti Kebangsaan Malaysia and DPP-2015-021 to support this research.

REFERECES

Ackerman, M.J., Filart, R., Burgess, L.P., Lee, I., and Poropatich, R.K., 2010. Developing Next-
Generation Telehealth Tools and Technologies: Patients, Systems, and Data Perspectives.
Telemedicine and e-Health, 16 (1), 93-95.

Ahuja, S.P., Mani, S., and Zambrano, J., 2012. A Survey of the State of Cloud Computing in Healthcare.
Network and Communication Technologies, 1 (2), 12-19.

Akunjee, M. and Ali, A., 2002. Healthcare under sanctions in Irag: an elective experience. Medicine,
conflict, and survival, 18 (3), 249-57.

Alboaie, S., Alboaie, L., and Panu, A., 2015. Levels of privacy for ehealth systems in the cloud era. In:
International Conference on Information Systems Development, 1SD 2015.

Alinier, G., Hunt, W.W.B., and Gordon, R., 2004. Determining the value of simulation in nurse
education: study design and initial results. Nurse education in practice, 44 (3), 200-207.

Aziz, J.S., Hussein, O.A., and Naoom, A., 2009. Design of Telemedicine Systems for Rural and Urban
Areas in Irag. ARPN Journal of Engineering and Applied Sciences, 4 (2), 64-72.

Barbarito, F., Pinciroli, F., Mason, J., Marceglia, S., Mazzola, L., and Bonacina, S., 2012. Implementing
standards for the interoperability among healthcare providers in the public regionalized
Healthcare Information System of the Lombardy Region. Journal of Biomedical Informatics,
45 (4), 736-745.

Bardhan, I.R. and Thouin, M.F., 2013. Health information technology and its impact on the quality and
cost of healthcare delivery. Decision Support Systems, 55 (2), 438—449.

Bellekens, X., Hamilton, A., Seeam, P., Nieradzinska, K., Franssen, Q., and Seeam, A., 2016. Pervasive
eHealth services a security and privacy risk awareness survey. 2016 International Conference
on Cyber Situational Awareness, Data Analytics and Assessment, CyberSA 2016, (June), 13—
14,

Bello, I.S., Arogundade, F.A., Sanusi, A.A., Ezeoma, |.T., Abioye-Kuteyi, E.A., and Akinsola, A.,
2004. Knowledge and utilization of Information Technology among health care professionals
and students in lle-Ife, Nigeria: a case study of a university teaching hospital. Journal of
medical Internet research, 6 (4), e45.

Berg, M., 2001. Implementing information systems in health care organizations: myths and challenges.
International journal of medical informatics, 64 (2—-3), 143-56.

Byrd, T.A. and Douglas, E.T., 2001. An exploratory analysis of the value of the skills of IT personnel:
Their relationship to IS infrastructure and competitive advantage. Decision Sciences, 32 (1),
21-54.

Chau, P.Y.K. and Hu, P.J.-H., 2002a. Investigating healthcare professionals’ decisions to accept
telemedicine technology: an empirical test of competing theories. Information & management,
39 (4), 297-311.

Chau, P.Y.K. and Hu, P.J.H., 2002b. Investigating healthcare professionals’ decisions to accept
telemedicine technology: An empirical test of competing theories. Information and
Management, 39 (4), 297-311.

Chen, D. and Zhao, H., 2012. Data Security and Privacy Protection Issues in Cloud Computing. 2012
International Conference on Computer Science and Electronics Engineering (ICCSEE), 1
(973), 647-651.

Chiasson, M. a, Reddy, M.B., Kaplan, B.C., and Davidson, E.D., 2007. Expanding multi-disciplinary
approaches to healthcare information technologies: What does information systems offer
medical informatics? International Journal of Medical Informatics, 76 (SUPPL. 1), 89-97.

Chih-Chien, W., Hsu, Y., and Fang, W., 2005. Acceptance of technology with network externalities: an
empirical study of internet instant messaging services. JITTA: Journal of Information
Technology Theory and Application, 6 (4), 15.

38



Chopra, A., Sachdeva, A., and Bhardwaj, A., 2014. Importance of Training and Data management
Issues in implementing Reliability Centered Maintenance (RCM). International Journal of
Engineering and Technical Research, 2 (3).

Conley, C. and Sproull, L., 2009. Easier said than done: an empirical investigation of software design
and quality in open source software development. System Sciences, 2009. HICSS 09. 42nd ...,
1-10.

Coppit, D. and Sullivan, K.J., 2003. Sound methods and effective tools for engineering modeling and
analysis. In: Software Engineering, 2003. Proceedings. 25th International Conference on.
IEEE, 198-207.

Dixon, B.E., McGowan, J.J., and Cravens, G.D., 2009. Knowledge sharing using codification and
collaboration technologies to improve health care: lessons from the public sector. Knowledge
Management Research & Practice, 7 (3), 249-2509.

Duquenoy, P., Magdi, N., and Springett, M., 2013. Patients, trust and ethics in information privacy in
eHealth. eHealth: Legal, Ethical and Governance Challenges. Springer Berlin Heidelberg.

Eley, R., Fallon, T., Soar, J., Buikstra, E., and Hegney, D., 2008. The status of training and education
in information and computer technology of Australia * s nurses : a national survey. Journal of
clinical nursing, 17 (20), 2758-2767.

Elhadi, M. and Sharif, M., 2014. Learning Readiness Assessment Framework In Promoting E-Health
Engagement Among Libyan Nurses. Universiti Sains Malaysia.

Ellram, L.M., Londe, B.J. La, and Weber, M.M., 1989. Retail Logistics. International Journal of
Physical Distribution & Logistics Management., 19 (12), 29-39.

Gampala, V., Inuganti, S., and Muppidi, S., 2012. Data Security in Cloud Computing with Elliptic
Curve Cryptography. International Journal of Soft Computing and Engineering (IJSCE), 2 (3),
138-141.

Gaynor, M., Yu, F., Andrus, C.H., Bradner, S., and Rawn, J., 2014. A general framework for
interoperability with applications to healthcare. Health Policy and Technology, 3 (1), 3-12.

Gershenson, J.K., Prasad, G.J., and Zhang, Y., 2003. Product modularity: Definitions and benefits.
Journal of Engineering Design, 14 (3), 295-313.

Green, G.C., Collins, R.W., and Hevner, A.R., 2004. Perceived control and the diffusion of software
process innovations. Journal of High Technology Management Research, 15 (1), 123-144.

Griebel, L., Prokosch, H.-U., Kopcke, F., Toddenroth, D., Christoph, J., Leb, ., Engel, I., and Sedimayr,
M., 2015. A scoping review of cloud computing in healthcare. BMC medical informatics and
decision making, 15 (17), 17.

Halilovic, S. and Cicic, M., 2013. Antecedents of information systems user behaviour—extended
expectation-confirmation model. Behaviour & Information Technology, 32 (4), 359-370.

Hall, W.A. and Robert, E.M., 1987. Planning and managing a corporate network utility. MIS Quarterly,
11 (4), 437-449.

Hameed, R.T., Mohamad, O.A., Hamid, O.T., and Tapus, N., 2015. Design of e-Healthcare
Management System Based on Cloud and Service Oriented Architecture. The 5th IEEE
International Conference on E-Health and Bioengineering - EHB 2015, 1-4.

Hamlen, K.W. and Thuraisingham, B., 2013. Data security services, solutions and standards for
outsourcing. Computer Standards and Interfaces, 35 (1), 1-5.

Heeks, R., 2006. Health information systems: Failure, success and improvisation. International Journal
of Medical Informatics, 75 (2), 125-137.

Al Hilfi, T.K., Lafta, R., and Burnham, G., 2013. Health services in Irag. The Lancet, 381 (9870), 939—
948.

Hung, S.-Y., Tsai, J.C.-A., and Chuang, C.-C., 2014. Investigating primary health care nurses’ intention
to use information technology: An empirical study in Taiwan. Decision Support Systems, 57
(1), 331-342.

Ibrahim, M.E. and Perez, A.O., 2014. Effects of organizational justice, employee satisfaction, and
gender on employees’ commitment: Evidence from the UAE. International Journal of Business
and Management, 9 (2), 45-59.

Ifinedo, P., 2011. Internet/e-business technologies acceptance in Canada’s SMEs: an exploratory
investigation. Internet research, 21 (3), 255-281.

Jacob, S. a and Furgerson, S.P., 2012. Writing interview protocols and conducting interviews : Tips for

39



students new to the field of qualitative research. The Qualitative Report, 17 (42), 1-10.

Jena, A., Philipson, T., and Tomas, P., 2009. Endogenous cost-effectiveness analysis in health care
technology adoption. National Bureau of Economic Research. No. w15032.

Jiang, Q., Ma, J., Ma, Z., and Li, G., 2013. A privacy enhanced authentication scheme for telecare
medical information systems. Journal of Medical Systems, 37 (1).

Kadhum, A.M. and Hasan, M.K., 2017. Assessing the Determinants of Cloud Computing Services for
Utilizing Health Information Systems: A Case Study. International Journal on Advanced
Science, Engineering and Information Technology, 7 (2), 503-510.

Kalogridis, G. and Dave, S., 2014. Privacy and eHealth-enabled smart meter informatics. 2014 IEEE
16th International Conference on e-Health Networking, Applications and Services, Healthcom
2014, 116-121.

Kasthurirathne, S.N., Mamlin, B., Kumara, H., Grieve, G., and Biondich, P., 2015. Enabling Better
Interoperability for HealthCare: Lessons in Developing a Standards Based Application
Programing Interface for Electronic Medical Record Systems. Journal of Medical Systems, 39
(112).

Lake, D., Milito, R., Morrow, M., and Vargheese, R., 2014. Internet of Things: Architectural
Framework for eHealth Security. Journal of ICT Standardization, 1 (3), 301-328.

Lallmahamood, M., 2015. An Examination of Individuald s Perceived Security and Privacy of the
Internet in Malaysia and the Influence of This on Their Intention to Use E-Commerce: Using
An Extension of the Technology Acceptance Model. The Journal of Internet Banking and
Commerce, 12 (3).

Laupacis, A., Feeny, D., Detsky, A.S., and Peter, X.T., 1992. How attractive does a new technology
have to be to warrant adoption and utilization? tentative guidelines for using clinical and
economic evaluations. CMAJ: Canadian Medical Association Journal, 146 (4), 473-481.

Lawrence, J.E. and Tar, U.A., 2010. Barriers to e-commerce in developing countries. Information,
society and justice journal, 3 (1), 23-35.

Lee, M.C., 2010. Explaining and predicting users’ continuance intention toward e-learning: An
extension of the expectation-confirmation model. Computers and Education, 54 (2), 506-516.

Li, M., Yu, S., Zheng, Y., Ren, K., and Lou, W., 2013. Scalable and secure sharing of personal health
records in cloud computing using attribute-based encryption. IEEE TRANSACTIONS ON
PARALLEL AND DISTRIBUTED SYSTEMS, 24 (1), 131-143.

Maditinos, D., Chatzoudes, D., and Sarigiannidis, L., 2014. Factors affecting e-business successful
implementation Dimitrios. International Journal of Commerce and Management, 24 (4), 300—
320.

Mantovani, F., Castelnuovo, G., Gaggioli, A., and Riva, G., 2003. Virtual Reality Training for Health-
Care Professionals. CyberPsychology & Behavior, 6 (4), 389-395.

Melton, H. and Tempero, E., 2007. Towards Assessing Modularity. In: First International Workshop
on Assessment of Contemporary Modularization Techniques, 2007. ICSE Workshops
ACoM’07. 3-3.

Meri, A., Hasan, M.K., and Safie, N., in press. Towards Utilizing Cloud Health Information Systems:
A Proposed Model. Journal of Engineering and Applied Sciences.

Meri, A., Hasan, M.K., and Safie, N., in press. The Impact of Organizational Structure and System
Settings on the Healthcare Individuals’ Perception to Utilize Cloud Services: A Theoretical
Literature Survey. Journal of Engineering and Applied Sciences.

Milutinovic, M. and De Decker, B., 2016. Ethical aspects in eHealth - design of a privacy-friendly
system. Journal of Information, Communication & Ethics in Society, 14 (1), 49-69.

Motz, R., Sosa, R., and Rodriguez, A., 2006. Recycling Course Web Pages for the Semantic Web. In:
Web Congress, 2006. LA-Web '06. Fourth Latin American. |IEEE, 82—90.

Najaftorkaman, M., Ghapanchi, A.H., Talaei- Khoei, A., and Ray, P., 2015. A taxonomy of antecedents
to user adoption of health information systems: A synthesis of thirty years of research. Journal
of the Association for Information Science and Technology, 66 (3), 576-598.

Nor, K.M. and Pearson, J.M., 2015. The influence of trust on internet banking acceptance. The Journal
of Internet Banking and Commerce, 2007.

Nwankpa, J.K., 2015. ERP system usage and benefit: A model of antecedents and outcomes. Computers
in Human Behavior, 45, 335-344.

40



Oliveira, T., Thomas, M., and Espadanal, M., 2014. Assessing the determinants of cloud computing
adoption: An analysis of the manufacturing and services sectors. Information & Management,
51 (5), 497-510.

Panda, S. and Rath, S.K., 2016. Investigating the structural linkage between IT capability and
organizational agility: A study on Indian financial enterprises. Journal of Enterprise
Information Management, 29 (5), 751-773.

Petersone, M., Krastins, A.V., and Ketners, K., 2016. In-Service Training System Organization
Improvement at Customs Administrations. In Entrepreneurship, Business and Economics, 1,
201-216.

Philipson, T.J. and Jena, A.B., 2013. Endogenous cost-effectiveness analysis and health care technology
adoption. Journal of health economics, 32 (1), 172-180.

Rao, A.A., Chen, L.F., and Dhillon, J.S., 2014. A Preliminary Study on Online Data Privacy
Frameworks. Proceedings of the 6th International Conference on Information Technology and
Multimedia, 15-20.

Revathy, B.D., Ravishankar, M.P., and Ponnampet, C.I.T., 2015. Enabling secure and efficient keyword
ranked search over encrypted data in the cloud. International Journal of Recent Advances in
Science & Engineering, 1 (1), 28-32.

Rezaeian, A., Abrishami, H., Abrishami, S., and Naghibzadeh, M., 2016. A Budget Constrained
Scheduling Algorithm for Hybrid Cloud Computing Systems Under Data Privacy. 2016 IEEE
International Conference on Cloud Engineering (IC2E), 230-231.

Ritchie, J., Lewis, J., Nicholls, C., and Ormston, R., 2013. Qualitative research practice: A guide for
social science students and researchers. SAGE Publications Ltd.

Roberts, K.A. and Wilson, R.W., 2002. ICT and the research process: Issues around the compatibility
of technology with qualitative data analysis. In: Forum Qualitative Sozialforschung/Forum:
Qualitative Social Research.

Rogers, E.M., 2004. A prospective and retrospective look at the diffusion model. Journal of health
communication, 9 (S1), 13-19.

Rong, C., Nguyen, S.T., and Jaatun, M.G., 2013. Beyond lightning: A survey on security challenges in
cloud computing. Computers and Electrical Engineering, 39 (1), 47-54.

Sahama, T., Simpson, L., and Lane, B., 2013. Security and Privacy in eHealth: is it possible ? A
sociotechnical analysis. In: 2013 IEEE 15th International Conference on e-Health Networking,
Applications & Services (Healthcom). 249-253.

Sahi, A, Lai, D., and Li, Y., 2016. Security and privacy preserving approaches in the eHealth clouds
with disaster recovery plan. Computers in biology and medicine, 78, 1-8.

Sant’Anna, C., Figueiredo, E., Garcia, A., and Lucena, C.J., 2007. On the modularity of software
architectures: A concern-driven measurement framework. In European Conference on
Software Architecture. Springer Berlin Heidelberg.

Saxena, K.B.C., Deodhar, S.J., and Ruchonen, M., 2017. Business Model Innovation in Software
Product Industry. In: Organizational Practices for Hybrid Business Models. Springer India,
95-107.

Schaarschmidt, M., Maccormack, A.D., Walsh, G., and Kortzfleisch, H. Von, 2013. a Problem-Solving
Perspective on Governance and Product Design in Open Source Software Projects: Conceptual
Issues and Exploratory Evidence. Icis-Rp, 1-11.

Schultze, U. and Wanda, J.0., 2004. A practice perspective on technology-mediated network relations:
The use of Internet-based self-serve technologies. Information Systems Research, 15 (1), 87—
106.

Shariati, S.M., Abouzarjomehri, M., and Ahmadzadegan, H., 2015. Challenges and security issues in
cloud computing from two perspectives: Data security and privacy protection. 2nd
International Conference on Knowledge-based Engineerin and Innovation (KBEI), 1078-1082.

Shrestha, N.M., Alsadoon, A., Prasad, P.W.C., Hourany, L., and Elchouemi, A., 2016. Enhanced e-
health framework for security and privacy in healthcare system. 2016 6th International
Conference on Digital Information Processing and Communications, ICDIPC 2016, 75-79.

Soceanu, A., Vasylenko, M., Egner, A., and Muntean, T., 2015. Managing the privacy and security of
eHealth data. Proceedings - 2015 20th International Conference on Control Systems and
Computer Science, CSCS 2015, 439-446.

41



Sockolow, P., Bowles, K., and Rogers, M., 2015. Health information technology evaluation framework
(hitref) comprehensiveness as assessed in electronic point-of-care documentation systems
evaluations. In: Paper presented at the MEDINFO 2015: EHealth-enabled Health:
Proceedings of the 15th World Congress on Health and Biomedical Informatics.

Steinbart, P.J. and Nath, R., 1992. Problems and issues in the management of international data
communications networks: the experiences of American companies. MIS Quarterly, 16 (1), 55—
76.

Stemler, S., 2003. An Overview of Content Analysis. The Marketing Review, 3 (4), 479-498.

Sultan, N., 2014. Making use of cloud computing for healthcare provision: Opportunities and
challenges. International Journal of Information Management, 34 (2), 177-184.

Sun, H., Ha, W., Xie, M., and Huang, J., 2015. Modularity’s impact on the quality and productivity of
embedded software development: A case study in a Hong Kong company. Total Quality
Management, 26 (11), 1188-1201.

Thiesse, F., Staake, T., Schmitt, P., and Fleisch, E., 2011. The rise of the ‘next-generation bar code’: an
international RFID adoption study. Supply Chain Management: An International Journal, 16
(5), 328-345.

Thulani, D., Tofara, C., and Langton, R., 2015. Adoption and use of internet banking in Zimbabwe: An
exploratory study. The Journal of Internet Banking and Commerce, 20009.

Venkatesh, V. and Speier, C., 2000. Creating an effective training environment for enhancing telework.
International Journal of Human-Computer Studies, 52 (6), 991-1005.

Wang, L., Wang, P., and Zheng, Y., 2009. Emergency software maintenance for individual industrial
equipments. Proceeding the Fourth International Conference on Frontier of Computer Science
and Technology, FCST’09. IEEE, 161-167.

Wu, J.-H., Wang, S.-C., and Lin, L.-M., 2007. Mobile computing acceptance factors in the healthcare
industry: A structural equation model. International Journal of Medical Informatics, 76 (1),
66-77.

Wu, Y., Cegielski, C.G., Hazen, B.T., and Hall, D.J., 2013. Cloud Computing in Support of Supply
Chain Information System Infrastructure : Understanding When To Go To the Cloud. Journal
of Supply Chain Management, (July), 25-41.

Yin, R., 2013. Case study research: Design and methods.

Zeber, J.E., Noel, P.H., Pugh, M.J., Copeland, L.A., and Parchman, M.L., 2010. Family perceptions of
post-deployment healthcare needs of Irag/Afghanistan military personnel. Mental Health in
Family Medicine, 7 (3), 135-143.

Zhou, M., Zhang, R., Xie, W., Qian, W., and Zhou, A., 2010. Security and Privacy in Cloud Computing :
A Survey Security and Privacy in Cloud Computing: Proceeding the Sixth International
Conference on Semantics, Knowledge and Grids, 2 (July 2015), 126-149.

Ahmed Meri

Mohammad Khatim Hasan

Nurhizam Safie Mohd Satar

Center for Artificial Intelligence Technology,

Faculty of Information Science and Technology,

Universiti Kebangsaan Malaysia, Bangi, Selangor, Malaysia
ahmedmeri@hotmail.com, mkh@ukm.edu.my, nurhizam@ukm.edu.my

Received: 28 July 2017
Accepted: 6 September 2017
Published: 30 December 2017

42



